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1. OBILUE IMOJIOKEHU S

Tepmunsl u onpenenenmus

[lepconanbuele nannble — mobas HHPOPMAIHS, OTHOCAIIAACA K TIPAMO HIIM KOCBEHHO
ONpEICICHHOMY WM oOIpeaeiseMoMy (U3HYecKoMy Jily (cyObekTy TNepCOHANBHBIX
JIaHHBIX ).

Omneparop — rocyaapcTBeHHBIH OpraH, MyHHIMIAIbHBIH OpraH, IOpPHINYECKOE HIIH
(u3nYECKOe K10, CAMOCTOATEILHO HJIH COBMECTHO ¢ JPYTHMM JIHIIAMH OPraHH3YIOIIHE 1
(nm) ocymecTBisoNMe 06pabOTKY IEPCOHANBHBIX JAHHBIX, @ TAKXKe OIpPeIeNsoIe
e o6paboTKH MepcoHaNbHBIX JIaHHBIX, COCTAB MEPCOHATBHBIX JAHHBIX, IOZJIEKAIINX
00Opabotke, nefcTBUS (Omepalii), COBEpIIaeMbIE C MePCOHATBHBIME JTAHHBIMH.

ObpaboTka mepcoHaNbHBIX JaHHBIX — J00Oe JleficTBhe (omepaims) MM
COBOKYITHOCTb JICHCTBMI (Orepaluif), COBEpIIaeMbIX C HCIIOJIb30BAHUEM CpPEJICTB
aBTOMATH3allMd WM 0€3 HCIOJb30BaHHA TAKHX CPEICTB C MEPCOHANBHBIMH JIAHHBIMH,
BKmoYas cOOp, 3amMch, CHCTEMaTH3AlLMIO, HAKOIUIEHHE, XpaHEHHe, yTOYHEHHE
(oOHOBNEHME, M3MEHEeHHe), M3BJIEYEHHE, HMCIOJIB30BAHKE, Mepeaady (pacmpoctpanenue,
MpEeIoCTaB/IeHHe, NOCTYM), obOe3nuuuBaHue, OIOKMpOBaHME, yHaleHHE, YHHUYTOKEHHE
MEPCOHAIBHBIX JaHHBIX.

ABTOMAaTH3UupoBaHHas o0paboTka MepCOHaNbHBIX JaHHBIX —  00paboTkKa
NEePCOHANBHBIX JaHHBIX C IOMOIIBIO CPEJICTB BHIYUCIUTEILHON TEXHUKH.

PacmpocTpaneHHe NepCcOHATbHBIX [TaHHBIX — JEHCTBHA, HamlpaBieHHbEe HA
PaCKpbITHE MMEPCOHANBHBIX JaHHBIX HEONpeIeIeHHOMY KpPYT'y JIHII.

Ilpenocrasienue nepcoHabHBIX JaHHBIX — AEMCTBHS, HAllpaBIeHHble HA PACKPBITHE
TMEePCOHATBHBIX TAHHBIX OTIPE/IeICHHOMY JIMILy WJIH OIIPe/IeIeHHOMY KPYTY JIHII.

broknpoBanne mnepcoHaNBHEIX NAaHHBIX — BPEMEHHOE INpeKpalleHHe oOpaboTku
NEePCOHATBHBIX JaHHBIX (32 MCKIIOYEHHEeM CIydaeB, eciii obpaboTka Heobxoauma JUIs
YTOYHEHHUs IEPCOHAIBHBIX JIAaHHBIX ).

YHUYTOXKEHHE T[IEPCOHANBHEIX MaHHBIX — JEHCTBHS, B pe3yJbTaTe KOTOPbIX
CTAaHOBHTCS HEBO3MOXXHBIM BOCCTAHOBUTH COJEp)KaHHE IE€PCOHAJBHBIX JAHHBIX B
MH(DOPMAIMOHHOH CHCTEMe NEPCOHANBHBIX NAHHBIX MW (WJIM) B pe3yibTaTe KOTOPBIX

YHHYTOXKAKOTCA MaTEepHaJIbHBIC HOCHUTE/IH IIePCOHATILHBIX JTAHHBIX.
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OOe3MuuBaHMe NEPCOHAIBHBIX JaHHBIX — JEHCTBUS, B pe3ylibTare KOTOPbIX
CTAaHOBUTCS HEBO3MOXXHBIM 0€3 HCHOIB30BaHMUs JONOJHUTENBHOM HH(pOpMalUu
ONpEACIUTh MPHUHANICKHOCTh INEPCOHAIBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY
[1ePCOHAJILHBIX JaHHBIX.

MNudopmalonHas cucTemMa MepcoHalbHbIX JaHHBIX — COBOKYITHOCTh COJIepKalIMXCsi
B 0a3ax [aHHBIX TMEepPCOHAIBHBIX JIAHHBIX U obecrneduBaloNMX WX 00paboOTKy
HH(OPMALMOHHBIX TEXHOJIOIHH 1 TEXHUYECKUX CPEe/ICTB.

TpaHncrpanuuHas mnepejada IMEPCOHANBHBIX JAHHBIX — Ilepejada MepCOHAIbHBIX
JTaHHBIX Ha TEPPHUTOPHIO HMHOCTPAHHOIO TroOCyJapcTBa OpraHy BIIACTH HHOCTPAHHOIO
rocyZapcTBa, WHOCTPAHHOMY (DHU3MYECKOMY JIMIy HJIM WHOCTPAHHOMY IOPUIMYECKOMY
JTHILLY.

Haznauyenue u npaBoBasi OCHOBa JIOKyMEHTa

[Tonutuka TI'YII «Bnagumupckuii aBTOBOK3a» B OTHOLIEHUHM 00paboOTKH
[ICPCOHAIBHBIX JaHHBIX OINpeeNnseT CUCTEMY B3IJISAA0B Ha mpobieMy oOecreqyeHus
0e30MacHOCTH TMepCOHANBHBIX JMAHHBIX M IpeJACTaBisieT co0Oi CHCTEMAaTH3UPOBAHHOEC
U3JI0KeHHe IleJled W 3a/]ad 3alUThl, KaK OJHO WJIM HEeCKOJBKO HpaBHil, MPOLEAYP,
MPaKTUYEeCKUX MPHEMOB M PYKOBOJAUIMX TPHHIMIIOB B 00JacTH HWH(POPMAIMOHHON
Oe3onacHocTH, KOTOpbIMU pykoBoacTByeTcs ['YII «BiamumMupckuii aBTOBOK3a» B CBOEH
JIESITEIbHOCTH, a TakXXe OCHOBHBIX NPHHIMIIOB I[TOCTPOEHHUs, OpPraHU3alMOHHBIX,
TEXHOJIOTHYECKUX U IPOLEAYPHBIX acleKToB obecrieyeHus: 0€30MaCHOCTH [ePCOHAIBHBIX
TTAaHHBIX.

3akoHomarenbHOM ocHOBOM Hactosmed Ilomutuku ssasores  Koncruryims
Poccuiickoit ®enepanun, Tpyaosoit konekc, PeaepansHerii 3akoH oT 27.07.2006 Ne 152-
@3 «O nepconanbHbIX gaHHBIX», enepanbHblii 3akoH oT 9 despans 2007 rojga Ne 16-03
«O TpaHcnopTHO#t Oe3zomacHocTu», Ilpukaz or 19 wmiona 2012 roma Ne 243 «O6
yrBepxkaeHun  [lopsaxka  dopmMupoBaHHA M BEJCHHS  aBTOMATU3HPOBAHHBIX
L[e;I'IpEU'IPISOBaHHbIX 6a3 nepcoHaIbHBIX JAHHBIX O [acCaKUpaxX, a TaKkKe MpeloCTaBICHHs
coliepXaluxcs B HUX JaHHBIX», 3aKOHBI, YKa3bl, [IOCTAHOBJIEHHS, APYIMe HOPMaTUBHbIE
JOKYMEHTBhl AeHCTBYIOIIEro 3akoHojaarenbcTBa Poccuiickoit @enepanuu, TOKYMEHTHI

DOCTHK u ©CE Poccun.
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HcnonpzoBanue naHHoiM IlonmuTMkM B KavyecTBE OCHOBBI JUIS  IOCTPOEHHS
KOMILUIEKCHOM CHCTEMbI MH(OPMAIMOHHOM OE30MacHOCTH MepCOHANBHBIX JlaHHbiX [ Y]]
«BraguMIpCKUii aBTOBOK3ai» ITO3BOJIHT ONITHMH3HPOBATE 3aTPaThl Ha €€ MOCTPOCHUCE.
IIpu paspaborke I1oaUTUKYM YUUTHIBAIUCH OCHOBHBIE TIPHUHIIMIIEI CO3/IaHHMs KOMIUIEKCHBIX
cucteM obecriedeHuss 0e30ITaCHOCTH WH(OPMALMM, XapPaKTEPUCTHKH M BO3MOXKHOCTH
OpPraHU3allHOHHO-TEXHUYECKHX METOJ0B M COBPEMEHHBIX amlmapaTHO-IIPOrPaMMHBIX
CPEJICTB 3allMTHI ¥ IPOTUBOAEHCTBHS yrpo3am 0e301macHOCTH HH(pOpMALIUK.

OcHosuble nosnoxeHus Ilonutuku 0asvpyroTCss Ha KA4yeCTBEHHOM OCMBIC/IEHUM
BOIPOCOB Oe3onacHOCTH MHMOPMAIWK W HE 3aTParuBalOT BOIPOCOB KOHOMHYECKOIO
(KOTMYECTBEHHOI'0) aHajlu3a PUCKOB M ODOCHOBaHWSA HEOOXOJMMBIX 3aTpaT Ha 3allUTy

HHpOpMAITHH.

2. OBFBEKTHBI 3AIIIUTHI
OcHOBHBIMH 00BEKTAMH CHCTEMBI OE30IIaCHOCTH MMEPCOHANBHBIX AaHHBIX B [ YII
«Brnagumupckuii aBTOBOK3aII» SBISIOTCS

e HHDOpPMALIMOHHBIE pecypcbl C OrPaHWYEHHBIM  JIOCTYIIOM,  COJEpIKallue
[IEpCOHAJIBHBIE TaHHBIE;

® rmpoueccsl 00pabOTKM TMEPCOHATBHBIX MAHHBIX B HWH(GOPMAIMOHHBIX CHUCTEMaX
nepcoHabHbIX AaHHBIX ['YII «Bmagumupckuii aBToBOK3am», HWHGOPMAIMOHHBIE
TEXHOJIOTHH, perjaMeHThl U Mpoueaypsl cOopa, o0paboTKku, XpaHeHUs  INepeIadyu
uHGOpMalLMK, TepcoHan pa3pabOTYUKOB W TIOJIB30BATENIEH CHCTEMBI W ee
00cy)KUBaIOINM ITEPCOHAT;

¢ uHbOpMalMOHHAs MH(PACTPYKTypa, BKIIOUYAIOIIasi CHCTeMbl 00paboTKK M aHan3a
HH(OpMAIIMU, TEXHUYCCKUE H MIPOrpaMMHBIE CpelicTBa ee 0OpaboTKM, repeaun u
oroOpakeHHsi, B TOM 4YHCle KaHaiubl HMHOOpPMAIHOHHOrO oOMeHa ©
TEJICKOMMYHUKALMM, CHUCTEMbl M CpeJACTBa 3alluThl UHGpOpMaLMH, OO0BEKTHl |
[OMEIIEHNsA, B KOTOPBIX pACIMOJIOKEHBl TEeXHHUYECKUEe cpejcTBa 00paboTku

NEPCOHAIIBHBIX TaHHBIX.
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3. HEJIA 1 3AJAYHA OBECITEYEHUS BE3OIMMACHOCTHU IMTEPCOHAJIBHBIX
JAHHBIX
Hurepeckl 3aTparuBaeMbix cy0beKTOB HHPOPMANHOHHBIX OTHOLICHHI
CybObexTaMu MHMOPMAIMOHHBIX OTHOIIEHHH Tpu obecrnedyeHun GE30MACHOCTH
nepcoHaibHbIX JaHHBIX [V «BnaguMupckuii aBTOBOK3a» SBISIOTCS:
® MpEeANpHUATHE, KaK COOCTBEHHHK MH(OPMAIIMOHHBIX PECYPCOB;
® pPyKOBOJACTBO M coTpyaHUKH ['VII «Biagumupckuii aBToBOK3aI»;
e koHTpareHTel I'YII «BraguMupckuii aBTOBOK3all», BCTYIIMBIINE B JIOIOBOPHBIC
otHommenus ¢ ['VIT «Bnagumupckuii aBTOBOK3aI»;
® [acCaXMpbl M  MACCAKUPHI-IBIOTHUKH, oOpatuBimecs B  Kaccel | VI
«BrnaguMupckuii aBTOBOK3al» C HEJNBIO NMPUOOPETeHUs IPOE3IHOT0 JOKYMEHTA,
YbH IIEPCOHANbHBIE aHHLIE HAKalUIMBAIOTCH, XpaHATCS U oOpabarbiBaioTCs B
HHOOPMAIIMOHHOH CHCTeMe IepcOHANbHBIX maHHbiXx [ VII «Bnagumupckuit
dBTOBOK3all».
[lepeuncriennpie cyOBeKThl HHGOPMAIMOHHBIX OTHOIICHWM 3aWHTEPECOBAHbl B
obecrieueHuu:
® CBOEBPEMEHHOIO JIOCTyNa K HEOOXOAMMBIM WM TEPCOHANBHBIM JIAHHBIM (MX
JOCTYTTHOCTH);
® KOHOHUIEHIHMAIBLHOCTH (COXpaHeHHUs B TaiiHe) MepCOHAIbHBIX JaHHEIX;
® pa3rpaHd4eHHs OTBETCTBEHHOCTH 3a HapyLIeHUs] HMX TMpaB (MHTEPECOB) M
YCTaHOBIIEHHBIX MPaBUJI 00pallleH!s C IIEPCOHATBHBIMU JIaHHBIMM;
® BO3MOXHOCTM  OCYIIECTBJIEHHS  HEIPEPHIBHOIO  KOHTPOJII M YIpPaBJICHUS
nporeccaMu o6paboTKu U repeayu NepCoOHaIbHBIX JaHHBIX;
® 3alliThl NIEPCOHAIIBHBIX NaHHBIX OT HE3aKOHHOTO pacrpocTpaHeHHUA.
Lesqun 3amuTHI
OcHOBHO#l 1eNbl0, HAa JOCTHXKEHHE KOTOPO HampaBjeHbl BCE IIOJIOKEHHS
Hacrosiedt [Tonutuku, siBinsercs 3ammra cyObekToB HHGOpMaIMOHHBIX oTHOeHHH [TV
«Bnannmnpcxnﬁ aBTOBOK3aJl» OT BO3MOMHOI'O0O HaHECEHHs WM MaTepHalIbHOTIO,

(n3u4eckoro, MOpAIBHOIO MIIM HHOro Yymiepba, IOCPEACTBOM CIy4aHHOro WM
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[IpeHAMEPEHHOI0 BO3/CHCTBUS Ha MEPCOHA/IbHBIE JaHHBIE, MX HOCHTENH, IIPOIECCHI
00paboTku U nepeaayn.
Vka3aHHas 1iedb JIOCTHTaeTcs TOCPeACTBOM OOeCIeYeHus M IOCTOSHHOIO
TMOJJIEPXKaHMs CIeAYIOLIUX CBOHCTB MEPCOHANIBHBIX AaHHBIX!

e JOCTYNHOCTH TEPCOHAIBHBIX  JaHHBIX  [UIS  JIETalbHBIX  MOJb30BaTelICH
(ycTOM4YHBOTO (YHKIIMOHUPOBAHUS MHGOPMAIIMOHHBIX CUCTEM ['YII
«BnaguMupckuii aBTOBOK3a/l», IPA KOTOPOM I0JIb30BATEIH UMCIOT BO3MOKHOCTD
TIOJTy9eHHs] HEOOXOIMMBIX MEPCOHANBHBIX JaHHBIX W Pe3yJIbTATOB PEIICHUS 3a/1ad
3a MpHeMJIeMOoe JIUIsl HUX BpeMs);

¢ KOH(MDHIEHIIMATBHOCTH - COXPAaHEeHHs B TalHE ONpPEJAC/ICHHOM YacTh [1ePCOHATBHBIX
JIaHHBIX, XPAaHUMbIX, 00pabaThIBaeMbIX U II€peAaBaeMbIX 10 KaHaIaM CBA3M.

HeobxomuMblii ypoBeHb JOCTYMHOCTH H KOHOHICHIHAILHOCTH I€PCOHAIBHbIX

JIAHHBIX 00eCreYrBaeTCA COOTBETCTBYIOIMMH MHOXKECTBY 3HAYMMBIX YIpO3 METOAaMH U

Cpe/ICTBaMH.

OcHOBHBIE 32/1a4H cHCTEeMbI o0ecredeHusl 6€30MaCHOCTH MEePCOHAJIbHBIX IaHHBIX
JIns OCTMKEHWs OCHOBHOM LIENH 3alIUThl M OOECIeYeHHs YKa3aHHBIX CBOHMCTB

TepCcOHANBHBIX J@HHBIX cHcTeMa oGecmedeHds MHpopmaimonnoi Gesonacsoctd I'VII

«BnaiMMHpCKHIi  aBTOBOK3al»  Jo/DkHa  obecrieuuBath — d(QQeKTHBHOE  pelIeHHe

CllelyIOLIMX 33/1ay:

® CBOEBPEMEHHOE BBISBIEHHE, OLIEHKA M IPOrHO3MPOBaHHE HCTOYHUKOB YyIpo3
uHbOPMAIIMOHHON  GE30MacCHOCTH, TNPHYMH M YCIOBHH, CIOCOOCTBYIOMIMX
HAHECEHHMIO  yllepba  3aMHTEPECOBAHHBIM  CyObekTaM  MHOPMALMOHHBIX
OTHOIIEHH, HAPYMIEHHIO HOPMAIBHOIO (YHKIMOHHPOBaHMsS WHQPOPMALHOHHBIX
cucteMm I'YII «BnaguMupcKkuil aBTOBOK3a7»,;

e CO3IaHMe MeXaHW3Ma OIepaTHBHOIO pearupoBaHWs Ha Yrpo3sl 0Oe€301aCHOCTH
uHGOPMAIIMK U HeraTHBHBIE TEH/ICHLIUH;

e CO3JaHME YCJIOBMH /U MMHAMM3AUHH ¥ JIOKAIH3allMd HaHOCHMOro yliepoa
HeNPaBOMEPHBIMU JICHCTBUAMH (QH3HYECKHX M IOPHMYECKHMX JIML, OciabieHue

HEraTUBHOT'O BIHAHUS H JIAKBHIAIUA IOCJIe ACTBUH HapylIeHus 06e30macHOCTH

HH(pOpMaLINH;
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® 3aIIUTYy OT BMEIIATE/IbCTBA B IIPOIECC (YHKIMOHUPOBAHUS HHOOPMALIMOHHBIX
cucreM ['VII «BnaaumMupckuil aBTOBOK3al» IIOCTOPOHHMX JIMII (JOCTYIl K
MHDOPMALMOHHBIM pPECypcaM JOJDKHbl MMETh TOJIBKO 3aperiCTPUPOBaHHbBIE B
yYCTaHOBIIEHHOM IIOPSIJIKE [T0JIb30BATEIIN);

® pasrpaHMuYeHHE JOCTyNa ToJb30BaTeNedl K WH(GOPMAIIMOHHBIM, AalllapaTHEIM,
nporpaMMHBIM ¥ HHBIM pecypcaM ['YII «Bnagumupckuii  aBTOBOK3aI»
(BO3MOXKHOCTB JIOCTYNa TOJBKO K TEM pECcypcaM M BBIIIOJTHEHHUSI TOJIBKO Tex
onepaluii ¢ HHMMH, KOTOpble HEOOXOJMMBbl KOHKPETHBIM II0JIb30BATESIM JUIs
BBIIIOJIHEHUSI CBOMX  CIy)KEOHBIX 00A3aHHOCTE#), TO ecThb 3allUTy OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA;

e olecneyenue ayTeHTHU(QHUKAIHH T10JIb30BaTeNeH, Yy4acTBYIOIIUX B
uHpopMallMOHHOM oOOMeHe (MOATBep)KIEHHE TOIJIMHHOCTH OTIpaBHTeNls U
nonyyaresst *HGOpMalum);

® 3alIUTY OT  HECAHKIMOHUPOBAHHOM  MOOWU(HUKALMH  HUCIOJIB3YEMBIX B
nHpopmanroHHbIX cuctemax [ YII «Brangumupckuii aBTOBOK3aa» MporpaMMHbIX
CpelCTB, a Tak)Ke 3allMTy CHCTeMBbl OT BHEAPEHHA HEeCaHKIIMOHHPOBAHHBIX
[POrpaMM, BKJIHOYasi KOMIIbIOTEPHBIE BUPYCHI;

® 3amuTy MH(OpMalUMU OIPAaHUYEHHOIO TIOJIB30BAHUS OT YTEYKU [0 TEXHUYECKUM
KaHajiaM npu ee o6paboTke, XpaHEHUH U Nlepeaye 1o KaHajlaM CBS3H.

OcHOBHBIE TYTH pelieHns 32124 CHCTEMbI 3aIIHTHI
IlocTaBneHHble OCHOBHBIE WENM 3alIUTHl M pelleHWe IepeYHCIIEHHbIX BBIIIE 3ajad
JIOCTUTAKOTCH:

® CTPOI'MM YYE€TOM BCEX IOJIeXKALIMX 3allUTe PeCypcoB MH(POPMALMOHHBIX CUCTEM
I'VII «Bnagumupckuii aBToBOK3am» (MHpOpMaLmu, 3aaad, JOKYMEHTOB, KaHAJIOB
CBSI3U, CEpBEPOB, aBTOMATU3UPOBAHHBIX pabOYMX MECT);

® KypHaJMpOBaHWEM [EHCTBHHl I[E€pPCOHANA, OCYIIECTBIAIONIEro 0OCTyXHBaHWE WU
MOJAM(DHUKALIMIO MPOrPAaMMHBIX H TEXHHYECKHX CPeCTB HH(OPMAIIHOHHBIX CUCTEM;

® [IOJHOTOH, pealbHOH BBITOJHHUMOCTBIO H HENPOTHBOPEYHBOCTHIO TpeOOoBanuii
OpraHU3alMOHHO-pacnopsiAuTeNbHbIX  AokymMeHTOoB  [YII  «Brnagumupckuii

aBTOBOK3aJ» 110 BompocaM obecriedeHus 0e30macHOCTH HHPOPMALIUH;
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MOATOTOBKOM JIOJDKHOCTHBIX JIMIL (COTPYIHHKOB), OTBETCTBEHHBIX 38 OPraHU3AIIUIO
H OCYLIECTBJIEHHE MPAKTHYECKHX MEPONPUATHI 10 obecrned4eHuio 6e30macHOCTH
IIEPCOHAIBHBIX JJAHHBIX U MIPOLECCOB UX 06pabOTKH;
HaJIeJICHUEM KakJIoro COTPYAHHMKA (TI0JIb30BaTeNsl) MHHUMAILHO HEOOXOIMMBIMU
JUIS BBIIOJTHEHMSI UM CBOMX ()YHKIMOHAJIBHBIX O0S3aHHOCTEH ITOJHOMOUYMSAMHU 110
nocrymy kK HHGopmanuoHHsM pecypcaM [ YT «Biagumupckuii aBTOBOK3a/»;
YCTKHM  3HaHMEM W CTPOTUM  COONIONIEHMEM  BCEeMH  I10JIb30BaTE/IAMU
uHpopmanmoHHbIX cHcteM I'VII «BraguMupckuii  aBTOBOK3am»  TpeboBaHMIA
OpPraHU3alMOHHO-PACIIOPSAAMTENBHBIX JIOKYMEHTOB [10 BOMpOCaM oOecriedeHHs
Oe3omacHoCcTH HHpOPMALIUH;
MEePCOHAIIBHON OTBETCTBEHHOCTBIO 3a CBOM JEWCTBHUA KaKIOIO COTPYAHHMKA, B
pamMKax CcBOMX (YHKUMOHAIBHBIX O0f3aHHOCTEW WMeEIOIEro JOCTYNl K
uHpopMannoHHEIM pecypcam ['VIT «BranumMupckuii aBTOBOK3aI»;
HEMPEPBIBHBIM [10ZIepKaHHeM HeO0OXOAUMOro YPOBHS 3aIIMIIEHHOCTH JJIEMEHTOB
nHpopMarrorHoM cpebl ['YIT «Bnagumupckuii aBToOBOK3a»;
NpUMeHeHreM (QHU3MYECKUX M TEeXHMYECKUX (IPOrpaMMHO-aIapaTHbIX) CPe/ICTB
3aIIUTBI PECYPCOB CHCTEMBI M HENPEPHIBHON aJIMUHMCTPATUBHON IOJIEPIKKOM MX
UCIIOJIb30BaHHUS;
30 HEeKTHBHBIM KOHTPOJIEM HaJl COOMIONECHUEM I0JIb30BATENAMM HHPOPMAIIMOHHbIX
pecypcoB I'VII «Bnagumupckuii aBTOBOK3am» TpebGoBaHMil 10 0OecrnedeHuio
Oe3omacHOCTH UH(OOPMALIHH;
fopuaryeckor 3amurtoi uHTepecoB ['YII «Biagumupckuii aBTOBOK3ail» IpU
B3aMMOJICICTBMM C BHEIIHUMM OpraHu3alMsMHu (CBS3aHHOM ¢ OOMEHOM
NePCOHAILHEIMH JIaHHBIMH) OT IIPOTHBOIPABHBIX JICHCTBHM, KaK CO CTOPOHBI ITHX
OpraHM3alMi, TaKk W OT HECAHKIMOHHUPOBAHHBIX AEHCTBUH 00C/IYKHBAIOIIETO

nepcoHana v TPeTbHUX JIHII.
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4. OCHOBHBIE ITPUHIUIIBI TOCTPOEHUSI CUCTEMBI BE3OINTACHOCTH
INNEPCOHAJIBHBIX TAHHBIX

[loctpoenne cucremsl, obecredeHust 6€30MaCHOCTH NEPCOHANBHBIX JaHHbIX [ VI
«BraguMUpCcKHil aBTOBOK3a/I», M ee (YHKIHOHHPOBaHWE JIOJDKHBI OCYIIECTBISTHCS B
COOTBETCTBHH CO CJIEYIOIIMMH OCHOBHBIMHU NPUHIIUIIAMH:

— 3aKOHHOCTB;

— CHCTEMHOCTB;

— KOMILIEKCHOCTB;

— HENpepbIBHOCTE;

— CBOEBPEMEHHOCTE;

— IPeeMCTBEHHOCTh U HENPEPLIBHOCTL COBEPIIEHCTBOBAHHMS;

— pasyMHas J0CTaTOYHOCTH (3KOHOMHYECKas 11eJIeCO00Pa3HOCTh);

— IIEpCOHAaJIbHAs OTBETCTBEHHOCTS;

— MHMHHUMHA3AIMUSA [TOJTHOMOYHIH;

— MCKIIOYEeHUE KOH(IMKTa UHTEPECOB;

— B3aMMOJICHCTBHUE U COTPYAHUYECTBO;

— TUOKOCTH CHCTEMBI 3allHTHI;

— OTKPBITOCTh QJIFTOPUTMOB U MEXAHU3MOB 3allIUTHI;

— IIPOCTOTA IPUMEHEHUs CPEJCTB 3all[UThI;

— 00OCHOBaHHOCTb ¥ TEXHUYECKAs Pealli3yeMOCTh;

— CHenualu3alys U NpopecCUOHAIN3M;

— 00s3aTeNIbHOCTH KOHTPOJIS.

3aKoHHOCTH

ITpenmnomnaraer ocyinecTBIeHHE 3alIUTHBIX MEPOTIPHUSATHN W pa3paboOTKy CHCTEMBI
OezomacHocTH mepcoHanmbHBIX JaHHBIX [ YII  «BmaguMupckuit  aBTOBOK3al» B
COOTBETCTBUM C JEHCTBYIOLIMM 3aKOHOJATEIBCTBOM B OOJACTH 3aIMTHI MEPCOHATBHBIX
JIAaHHBIX, @ TaKXKe JPYIMX 3aKOHOJATENIBHBIX aKTOB 1o Oe3onacHoctu uHpopmaimu PO, ¢
[IPUMEHEHHEM  BCeX  JIO3BOJIEHHBIX  METOJIOB  OOHApy)KEHHS M NpecedeHus

[IpaBOHApYIIEHHH T1pH paboTe C NEepCOHATbHBIMH [JaHHBIMH. [IpUHSATBIE MeEpbI
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fe30MmacHOCTH  IEPCOHANBHBIX JaHHBIX HE JIOJDKHBI  [IPENATCTBOBATL  JOCTYITY
IIPaBOOXPaHHUTENIBHBIX OPTAHOB B IPEAYCMOTPEHHBIX 3aKOHONATEICTBOM CITyHdasX.

Bee nosnb3oBarenn uHpopMauoHHbix cucteM ['YIT «BinaanMupcku#l aBTOBOK3aiD
JIOJKHBI UMETh MNpeJCcTaBieHHe o0 OTBETCTBEHHOCTH 33 INPABOHApYIICHUS B obnactu
06paboTKK NepCOHANBHBIX JIaHHBIX.

CucreMHOCTD

CHcTeMHBIH TOAXOA K IOCTPOEHHMIO CHCTEMBI 3ammThl HHGopmaumu B ['VII
«BrmaguMUpCKUii  aBTOBOK3aJ»  IpEArojiaraeT  yder  BCeX  B3aNMOCBA3AHHBIX,
B3aWMOJICHCTBYIOIIMX M M3MEHSIOMMXCSA BO BPEMEHH 3IIEMEHTOB, yCIIOBUI K (hakTopoB,
3HAYMMBIX JUIS TIOHMMAHMS M pelneHus npobieMbl obecredeHus Oe30MaCHOCTH
[IEPCOHAIBHBIX JaHHBIX.

[Ipy CO31aHUM CHCTEMbI 3AIIMTHI JOKHBI YIMTBIBATHCS BCE cnabele u Hanbosee
ys3BHMBIe MecTa uH(opMmanHonHbX cuctem ['YII «Bnagumupekuit aBTOBOK3AID), @ TAKIKE
XapakTep, BO3MOXKHbIe 00BEKThl ¥ HAlPaBICHHs aTaK Ha HEE CO CTOPOHBI HapyluTesen
(0c0GeHHO BBICOKOKBATU(UITMPOBAHHBIX 3JI0yMBIILIEHHUKOB). CHCTEMa 3alIUThI J10JDKHA
CTPOMTBCS € YYeTOM He TOJBKO BCE€X H3BECTHBIX KaHA/IOB ' IPOHMKHOBEHHs W
HeCaHKIIMOHMPOBAHHOIO JOCTYyNa K HHQOpMalud, HO M C YYETOM BO3MOKHOCTH
MOSIBJIEHHS] IPHHIMITATEHO HOBBIX ITyTell pearn3alu yrpo3 6e30mnacHOCTH.

KomniekcHocTh

KoMIITeKCHOE MCTIONB30BAaHHE METOIOB M CPEJICTB 3alUTHI KOMITBIOTEPHBIX CHCTCM
IIpe/NoNaraeT COrNIaCOBAHHOE MPUMEHEHHWE Da3HOPOJHBIX CPEICTB IPH TOCTPOCHHH
LIeTIOCTHOH CHCTEMBbI 3allATHI, NEPEKPHIBAIOIICH BCe CyHIECTBEHHbIE (3HAYMMBIE) KaHAIbI
peanM3alu¥ yrpo3 M He CoJepXKalleH cnabpIX MeCT Ha CTbIKaX OT/ACJIbHBIX €€
KOMITOHEHTOB. 3allliTa JO/DKHA CTPOMTHCS SUICNTOHMpOBaHO. BHemmss 3ammuTa J0/0KHA
obecrieunBaThcA GU3NIECKUMH CPEICTBAMH, OPraHM3allHOHHBIMU U ITPABOBBIMH MEPaMH.

HenpepbIBHOCTH 321U THI

OBecriederne 6e30NaCHOCTH TIePCOHANBHBIX TaHHBIX — IPOIIECC, OCYIIECTBISCMbIH
pykoBoacteoM ['VII «BnaguMUpCcKuii aBTOBOK3all», OTBETCTBEHHBIMM 32 OpraHHM3alMio
06paboTKH TMepCOHANbHBIX IaHHBIX U COTPYAHUKaMH BCEX ypOBHEN. DTO HE TOJBKO M HE

CTONBKO TpOLIeAypa UM TOJMTHKA, KOTOpas OCYIIeCTBISETCs B OnpejieIeHHbI 0TPEe30K
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BPEMEHH WM COBOKYITHOCTH CPEICTB 3allMThl, CKOJIBKO MPOLECC, KOTOPBIH JIOJKEH
[IOCTOSTHHO MJITH Ha BeeX ypoBHsX BHYTpU ['VII «Bnagumupckuit aBTOBOK3a» U Kaxk bl
corpyasuk I'VII «BnaguMupckuii aBTOBOK3al» JODKEH NPHHUMAThL y4acTHE B ITOM
nporecce. [lestenbHocTh Mo obecrieyeHnI0 WHGOPMALMOHHON 6e30MacCHOCTH SBJISIETCS
COCTaBHO# 4acThi0 MoBceHeBHON AesTenbHocTH ['YIT «Bnamumupckuii aBroBoksany. M
ee 3G HeKTHBHOCTH 3aBHCHT OT y4acTHs pykoBozacTsa [ YI1 «BraguMupckuit aBTOBOK3aI
B obecnieueHnH MH(OPMAITHOHHO Ge30MacHOCTH MepCOHATBHbIX TaHHbIX.

Kpome Toro, 6oipnmHCTBY (H3MYECKMX M TEXHHYECKHUX CPEJICTB 3alllUThl JUIS
d(P(EKTUBHOTO BHIMOTHEHHUs CBOUX (GyHKIMIT He06X0MMa MTOCTOSHHAS OPraHU3alMOHHAS
(aXMHHMCTpaTHBHAs) MOJEPKa (CBOGBPEMEHHAs CMeHa M obecredeHue MpaBHILHOIO
XpaHeHUs M IPUMEHEHMsS WMEH, IMapoJjei, IepeorpeaeseHHe IMOJTHOMOYHIA M T.I1.).
IlepepriBEl B paboTe cpe/CTB 3aIUTHI MOTYT GbITH MCIIOIB30BAHbl 3I10YMBIIUICHHHKAMH
JUIA aHallk3a MPUMEHAEMBIX METOJOB M CPEJCTB 3alllUThI, IS BHEAPEHHUS CIICIHAIbHBIX
IIPOTPaMMHEIX H alapaTHeIX "3aKaafoK" | APYTHX CPEACTB MPEOI0IEH s 3aIUTHI.

CBoeBpemMeHHOCTH

Ilpennonaraer ynpexparommii xapakrep Mep oOecrnedeHus 0e30MacHOCTH
NepCOHANBHBIX JIaHHBIX, TO €CTh IIOCTAHOBKY 3aJlad I10 KOMIUIEKCHON 3aluTe
NIEPCOHATBHBIX JIAaHHBIX M pealusaluio Mep oOecriedeHus 0e30MacHOCTH MEPCOHAbHBIX
JAaHHBIX HA PaHHUX CTaAUsX pa3paboTKu HHPOPMAIIMOHHEIX CHCTEM B 11€JIOM U UX CHCTEM
3allUTHl, B YaCTHOCTH.

PaspaGoTka cucTeMbl 3aIIUTBI JOJDKHA BECTHCh MAPAUIENBHO C pa3paboTKod n
pa3BUTHEM CaMOH 3alIMIaeMOH HHMOPMALIMOHHONW CHUCTEMBI. JTO IO3BOJMT Y4eCTh
TpeboBanusA 0€301aCHOCTH TIPH NPOEKTHPOBAHUHM apXUTEKTYPhl H, B KOHEYHOM CHeTe,
co3nath Oosnee apdexkTUBHBIE (KaK 110 3aTpaTaM PecypcoB, TaK U IO CTOMKOCTH) CUCTEMBEI,
o0afaromnye JI0CTaTOYHBIM YPOBHEM 3alUIIIEHHOCTH.

IIpeemcTBEeHHOCTH H COBEpPIICHCTBOBAHHE

[Ipeanosnaraer MOCTOAHHOE COBEPIICHCTBOBAHHE MeEp M CPEJICTB  3alMTHI
NEPCOHANBHBIX JIAHHBIX HA OCHOBE [IPEEMCTBEHHOCTH OPTraHM3al[MOHHBIX H TeXHHYECKHX
pelleHnH, Ka/[pOBOr0 COCTaBa, aHalu3a (YHKIIMOHUPOBAHUS MH(POPMAIIMOHHBIX CUCTEM

['VII «BnagaMupcKuil aBTOBOK3a» M CHCTEMBI €€ 3alldThl C y4eTOM M3MEHEHUH B
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METOJax M Cpe/icTBax repexsara MH(GOPMAlUMU, HOPMaTHBHBEIX TpeOOBaHMI IO 3alIwTe,
JOCTUTHYTOr'O OT€YECTBEHHOI'O M 3apy0e)KHOTO OIBITa B 3TOU 06J1aCTH.

Pazymuas n1octaTouHocTs (9KOHOMHYECKAs 11EJIE€CO00Pa3HOCTD)

Ilpennonaraer cooTBeTCTBHE YPOBHs 3arpaT Ha oOeclledeHHe 6e30MacHOCTH
MEPCOHAIBHBIX JaHHBIX [IEHHOCTH HH(MOPMAI[MOHHBIX PECYPCOB M BEJIMYMHE BO3MOXKHOIO
ymepba OT HX pasIialleHus, YTPaThl, YTCYKH, YHUYTOKEHUS M HCKAKEHHS.
Hcnonssyemble Mmepsl u cpeicTBa obecredeHus 6e30NacHOCTH HMHGBOPMALIHMOHHBIX
pecypcoB He [JO/DKHBI 3aMETHO YXY/IaTh 3ProOHOMHYECKHE [I0Ka3aTeld paboThl
KOMITOHEHTOB HH(popMannonHeix cucteM ['YII «Brnagumupckuii aprosoksany. Mamumnue
Mepbl  0e30IacHOCTH, IIOMHMO DKOHOMHYECKOH Hea()(hEKTUBHOCTH, TPUBOAST K
YTOMIIEHHIO ¥ pa3paKeHUIO IlepcoHaa.

Co3nath  abCOMOTHO — HEMPEOJONMMYIO  CHCTEMY 3alIUTHl  NPUHIUITHAILHO
HeBO3MOXHO. [loka mepcoHasnbHBIe NaHHBIE HAXOATCS B OOpAleHHH, TPHHUMAEMbIe
MEpbl MOTYT TOJBKO CHH3HTh BEPOATHOCTh HEIaTHBHBIX BO3/ICHCTBHIA WK YIEpO OT HUX,
HO HE HCKIIFOYHMTb UX IHOJHOCTHIO. Ilpy nocTaToyHOM KoIHMuYecTBE BPeMEHH W CPEJICTB
BO3MOXHO TIIpeofioyieTs JiroOyro 3amuty. IlosTomy wumeer cmbici paccmarpuBaTh
HEKOTOPBIH IpUEMIIEMBIH ypoBeHb obecnedeHus GesomacHoctd. Bricokosddexrupras
CHCTEMa 3alUThI CTOMT JOPOro, MCIONL3YeT IPH paboTe CYIIECTBEHHYIO YaCTh PECYPCOB
M MOXXET CO3[1aBaTh OLLYTHMbIE€ JOINOJHUTEIbHBIE Heyq00CTBa I0NIL30BaTelaIM. BakHO
NPaBUIBHO BBIOPATE TOT JOCTATOYHBIM YPOBEHB 3aILUTEI, IPH KOTOPOM 3aTpaThl, PUCK H
pasMep BO3MOXKHOTO yiiep6a Obliu 6b1 IpUeMIEMbIMH.

IlepconaibHAs OTBETCTBEHHOCTE

Ilpennonaraer BoO3/IOXKEHHE OTBETCTBEHHOCTH 3a obecreueHne O0e30MacHOCTH
MEPCOHATBHBIX JMaHHBIX M CHCTEMBI HX 00pabOTKM Ha KaXIOro COTPY/HMKA B IIpejeax
ero TOJHOMOYMA. B COOTBETCTBMM C 3THUM TPHHLHUIOM paclpejieieHHe IpaB H
00s13aHHOCTEH COTPYIHMKOB CTPOMTCS TakuM o00pa3oM, 4To0bl B ciydae JE06O0ro
Ha?aymeHm KpyT' BAHOBHHKOB OBbl/1 YeTKO U3BECTEH HIIH CBEJIEH K MUHUMYMY.

MuHnMH3anus MOJTHOMOYHI

Osnavaer mnpenocraBieHHe TIOIB30BATENSIM MHHHMAIBHBIX [IpaB JOCTYIA B

COOTBETCTBHH €O CIIy)KeOHOH HEoOXOAMMOCTBIO. J[OCTYN K MNEepCOHANBHBIM JIaHHBIM
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JIOJDKEH TPENOCTaBIATLCS TOJBKO B TOM ciydae M oObeme, €Clid 3TO HeoOXOIAMMO
COTPYAHMKY /ISl BBITTOJTHEHHUS €r0 JIOJIKHOCTHBIX 003aHHOCTEH.

Hckinrouenne kOHPIHKTAa HHTepecoB (pa3jejienue pyHKUHMH)

D¢dextuBHass  cucrema  ofbecredeHHss — UHPOPMALMOHHONW  (e30I1aCHOCTH
MpeIoJiaraeT YeTkoe pasaelieHne 00s3aHHOCTEH COTPYAHUKOB U HCKIIIOYEHHE CUTYaIMH,
korja cdepa OTBETCTBEHHOCTH COTPYIHMKOB JOIMycKaeT KOHGIUKT HHTepecoB. Cdepsl
MOTEHITHATBHBIX KOH(MIUKTOB JIOKHBI BBIABIATHCA, MHHUMH3UPOBATHCA, W HAXOIUTCs
10/ CTPOrMM HE3aBHCHMBIM KOHTpoJsieM. Peainzanus NaHHOIO IPHHIMIA [peroiaraer,
4TO He OJUH COTPYJAHHUK HE JOJIKEH UMETH IOJHOMOYMHI, TO3BOJISIIOLIMX €MY €/IMHOJIMYHO
OCYHIECTBIIATH  BBINOJTHEHHE KPUTUYHBIX onepauui. Hanenenuwe  coTpy/IHWKOB
MOJTHOMOYHSIME, TTOPOXK/AIOIIAMU  KOHQIHMKT HMHTEPECcoB, JaeT €My BO3MOXKHOCTh
TIO/ITACOBBIBATE HH(OPMAIIMIO B KOPBICTHBIX IEISIX HIH C TeM, YTOOBI CKPBITh IPOGIIeMbI
WM TIOHECeHHble YObITKH. Jl/Is CHWKEHHS PHUCKa MAaHMITYJIMPOBAHUS IEPCOHAIbHBIMU
JaHHBIMK H PHCKa XHIICHHsA, TaKHE IIOJIHOMOYHA OOJIXXKHBI B MaKCHMaJIbHO BO3MOXHOH
CTeneHu OBITh pa3zfeNieHbl MEXIY Pa3IHYHBIMH COTPYAHHKAMH HJIH I10/(pa3/eIeHUSIMH
['VIT «Bnagumupckuii aBToBOK3a1m». Heo0X01MMO NPOBOAMTE MEPHOAMYECKHE TIPOBEPKH
o0s3aHHOCTEM, (YHKIUH U JESTEJBHOCTH COTPYIHMKOB, BBIINOIHSIOMIMX KIHOYEBbIC
GbyHKUMHA, € TeM, YTOOBI OHM HE HMEIM BO3MOXHOCTH CKpPhIBATh COBEPIICHUE
HerpaBoOMepHbIX AecTBuil. KpoMe Toro, He00X0IUMO MPHHUMATE CIIEIHAJIEHbBIE MEPEI 110
HEJOMYILIEHHIO CrOBOpa MEXIAY COTPY/HUKAMH.

BzaumogeiicTBre U COTPYAHUYECTBO

ITpennonaraer co3jaHue OmarompusATHOM arMmocdepsl B Komnekthse ['VII
«BrnaguMupcknii aBTOBOK3am». B Takoil 00CTaHOBKE COTPYIHHKH JOJDKHBI OCO3HAHHO
co0/II0aTh yCTAHOBJIEHHBIE TMPaBHJIa M  OKa3kIBaTh COJECHCTBHE JICSTEIBHOCTH
OTBETCTBEHHBIX 3a OpraHU3aluio 00paboTKH NEPCOHABHBIX JIaHHBIX.

BaxusiM snmeMeHTOM 3G¢eKTHBHONU cucTeMbl oOecrieueHus 0e30IacHOCTH
m;pcor{anmmx nagelx B ['VII «BrnaguMupCKuil aBTOBOK3a/l» SBJISETCS BbICOKas
KyneTypa paborsl ¢ uHpopmammeil. Pykosoncrso I'VII «BiagiMupckuit aBTOBOK3a/»
HECeT OTBETCTBEHHOCTH 3a CTPOroe CcoOJIOJeHHWe 3TUYECKMX HOPM U CTaH/apToB

Npo(ecCHOHANBHON AEATENFHOCTH, NOIYEPKHBAIONIEN 1 JIEMOHCTPUPYIOLICH TEepCOHAIY
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Ha BCEX YPOBHSX BaXHOCTh obecriedeHus wuHpopManuoHHoil Oe3zonacHoctn [VII
«Brnagumupckuii aBrosoksan». Bee corpymrmku ['VII «BiaguMupckuii aBToBOK3ai»
JIOJOKHBI  TIOHUMATh CBOKO POl B Ipouecce obecrieueHus HHOOPMAIMOHHOI
Ge30macHOCTH M NPUHMUMATh y4acTHe B 9TOM mporecce. HecMOTpst Ha TO, Y4TO BBICOKAs
KyabTypa — obecriedeHuss  MH(GOPMAIMOHHONW  Ge30I1aCHOCTM  He  rapaHTHpyeT
aBTOMAaTHYECKOI'0 JOCTHIKEHHS 11eJIeH, ee OTCYTCTBHE CO3/aeT 6OoIblle BOZMOKHOCTEH /1S
HapylieHus 0e30N1aCHOCTH WK He 00HapY)KeHUs (DaKToOB ee HapyIIeHHS.

I'ubKOCTE CUCTEMBI 3AITUTEI

Cucrema obecriedeHust HHGOPMAIIMOHHOM G€30MaCHOCTH HODKHA OBITH CIIOCOOHA
pearupoBaTb Ha U3MCHEHHA BHEIIHEW Cpelbl U ycloBHM ocymiectBienus [ VI
«BnaguMupckuii aBTOBOK3a» CBOEH JIeATETBHOCTH. B YHMCIIO TAKUX M3MEHEHHI BXOJT:

— M3MEHEHHS OpraHM3allMOHHOW M mTaTHOU CTpyKTyphl I'YII «BiaguMupckuii
aBTOBOK3aJI»;

— H3MEHEHHE CYIIECTBYIOIIMX MJIM BHEJPEHHE NPHHIMIIHAILHO  HOBBIX
HH()OPMAIIHOHHBIX CHCTEM;

— HOBBIE TEXHUYECKHE CpPe/ICTBA.

CaoiicTBO rHOKOCTH cHCTeMbl obecriedeHus HHGOPMALMOHHON Oe30MacHOCTH
M30aBIIseT B TAKUX CUTyallUsX OT HeOOXOAMMOCTH NPHHATHS KapAHHAIBHBIX MEp I10
TMOJTHOM 3aMEHe CpeICTB M METOJOB 3alllMThl Ha HOBBIE, YTO CHHKAET ee OOIIyIo
CTOUMOCTb.

OTKpBITOCTE QJITOPUTMOB U MEXaHU3MOB 3aIUTHI

CyTp npuHLUNA OTKPHITOCTH AJITOPUTMOB M MEXAHM3MOB 3aIUTHI COCTOUT B TOM,
4TO 3allUTa HE JO/DKHA O00eCneYMBaThCA TOJBKO 3a CUET CEKPETHOCTH CTPYKTYPHOIA
OpraHM3alli¥ U aJlTOPUTMOB (YHKIMOHHPOBAHUS €€ IOJCHUCTEM. 3HaHHE AJrOPUTMOB
paboThl CHCTEMBI 3aLIMTHI HE JO/DKHO IaBaTh BO3MOXHOCTH €€ TMpeojoieHus (Jaxe
aBTopam). JTO, OJHAKO, He O3HayaeT, 4YTo MH(pOpMaIHsa 00 HCIONB3YEMBIX CHCTEMaX M
n;exa.ﬁmmax 3aIIMTHI JOJKHA ObITH 00IIEIOCTYIIHA.

[IpocTora npuMeHeHus CPeICTB 3alIUThI

MexaHu3Mbl ¥ METOJIbI 3AIUTH! JO/DKHEI OBITh MHTYMTHBHO MOHSATHBI U IIPOCTHI B

HCIIOJIB30BaHHH. HPI/IMEHEHHE CpeACTB U METOIOB 3alIUThI HE HJOJIKHO OBITH CBA3AHO CO
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3HaHWEM CIEIHAJbHBIX S3bIKOB MM C BBIIOJIHEHHEM JIEWCTBUH, TpeOyrommx
3HAYUTENBHbIX JIOTIOJTHUTEIBHBIX TpyZAo3aTpar pH OOBIYHOI pabote
3aperuCTPUPOBAHHBIX TOJL30BATENCH, 8 TaKiKe He JO/DKHO TpeGoBaTh OT IMOJIB30BATENs
BBITIOJTHEHHMS PYTHHHBIX MaJIONIOHATHBIX €My OIepaliuii.

OO0CHOBaHHOCTh U TEXHUYECKAs Pealu3yeMOCTh

HHudopmannoHHble TEXHONIOIMH, TEXHHYECKHE U IPOrPAMMHBIE CPEJICTBA, CPe/ICTBA
U MEpBI 3aIIMThI NEPCOHAIBHBIX JaHHBIX OJUKHBI ObITh pealM30BaHbl HA COBPEMEHHOM
YPOBHE Pa3BUTHA HAYKH U TEXHMKH, OOOCHOBAHBI C TOYKH 3PEHHs JOCTHKEHHs 3aJaHHOrO
YPOBHs 0e30macHOCTH WH(OPMAIlMd M IKOHOMHYECKOM 1e/1eco00pa3HOCTH, a TaKKe
JI0JDKHBI COOTBETCTBOBATh YCTAaHOBIEHHBIM HOpMaM M TpebGoBaHMsM 110 6e30racHOCTH
IIEPCOHAJIBHBIX JIJAHHBIX.

Cnennammsanus u npoQeccuoHaIn3M

Peanusanus aJMUHUCTPATHBHBIX Mep M SKCIUIyaTalMsi CPECTB 3allUThl JODKHA
OCYHIECTBJIATECS ~ NPO(ECCHOHAIBHO  NMOATOTOBIEHHBIMU  crnienuanuctamu | VI
«Bnagumupckuit - aBTOBOK3am»  (OTBETCTBEHHBIMH 33  OpraHM3allMio  06paboTKH
[I€PCOHANIBHBIX JaHHBIX ).

O6s3aTeIbHOCTE KOHTPOJIS

Ilpenmonaraer 0643aTebHOCT U CBOEBPEMEHHOCTH BBISBICHUS W TpPECEUEHMS!
[IONBITOK ~ HAapyIIeHWs  YCTAHOBJIEHHBIX  IpaBWiI, oOecrmeyeHHss  OC30M1aCHOCTH
NePCOHANIBHBIX JIaHHBIX, Ha OCHOBE MCIIOJIb3YEMbIX CHCTEM M CPEJACTB 3alllUThl
MCPCOHANBHBIX JIaHHBIX, IIPM COBEPIIEHCTBOBAHUU KPUTEPHEB M METOJOB OLIEHKH
3O QEKTUBHOCTH ITHX CHCTEM H CPEJICTB.

KonTpons 3a aeaTenpHOCTHIO JIF0G0r0 MOMb30BaTelNs, KakI0ro CPeICTBA 3aIMThI 1
B OTHOLICHMH I0O0TO 00BEeKTa 3alHUTh! JO/DKEH OCYIIECTBISTLCS HAa OCHOBE IIPUMEHEHHS
CPE/ICTB ONEPaTHBHOIO KOHTPOJIS M PErucTpaldyd M JOJDKEH OXBarhiBaTh Kak
HECaHKIIHOHMPOBAHHbBIE, TAK ¥ CAHKIIMOHUPOBAHHbIE JACHCTBUS MOJIb30BaTENIEH.

y Kpome Toro, a¢pdextiBHas cucrema obecrieuenuss HHHOPMAIIMOHHOM 6e301acHOCTH

TpeOyeT HanuyMs aJeKBaTHOH M BceoObeMITIONIeH HH(OPMALMKM O TEKYIEM COCTOSHUH
NpOIECCOB, CBA3aHHBIX C JBM)KEHHMEM MH(OpPMAaLMKA M CBEIeHHMM 0 Co0/ogeHun

YCT@HOBIICHHBIX HOPMAaTHMBHBIX TpeOOBaHWi, a TaKKe JOTIOHUTENBHON HH(OPMAIWH,
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HUMEIONIEH OTHOIICHHe K MPUHATHIO pelieHud. MHbopMaims 10/KHA OBITh Ha/IEKHOM,
CBOEBPEMEHHOM, TOCTYITHON U IIPaBUILHO OPOPMIIEHHOH.

Hemocratku cucrembl obecrieueHus HHtpopMauHOHHoffi 0e3011aCHOCTH, BbISIBIICHHBIC
corpyanukamu I'VII «BrnaauMupckuii aBTOBOK3a» JOKHBI HEMEIJIEHHO JOBOJUTHCS 10
ce/leHus pykoBourens I'YII «BnaauMupckuii aBToBOK3a/l» U ONEPATHBHO YCTPAHATHCS.
Bompocel, KoTopble KakKyTcs HE3HAYMTENbHBIMH, KOTZA OT/E]bHBIE IPOLECCH
paccMaTpUBAKOTCS W30JIMPOBAHHO, IIPH PACCMOTPEHUHM UX HApPSIy C APYIMMH acleKTaMu
MOIyT yKa3aTb Ha OTpHLATEJIbHbIE TEHIECHIMM, TpO3SIIHe [ePEpPacTH B KPYITHbIE

HEJIOCTAaTKH, €CJIH OHH He OyIyT CBOEBPEMEHHO YCTPaHEHEI.

5. MEPBI, METO/Ibl U CPEACTBA OBECIIEYEHHUSI TPEBYEMOI'O YPOBHSI
SAIIUTHBI HHPOPMAIIHOHHBIX PECYPCOB

Bece wmepsl ofecrieuenuss Oe3omacHocTH uMH(OpManMoHHBIX cucrtem [ VI
«BraguMupckuii aBTOBOK3aID TIOJPa3 e IIOTCS Ha:

— TIpaBOBBIE (3aKOHO/ATEIbHbIE);

— MOpalIbHO-ITHYECKHUE;

— TEXHOJIOTUYECKUE;

— OpraHM3alMOHHBIE (aJIMUHUCTPATHBHBIE),

- (dusudeckue;

— TEXHHWYECKHE (anmnapaTHble U IPOrpaMMHBbIE).
5.1. 3axoHomareibHbIe (IPAaBOBBIE) MEPBI 3aIIHTHI

K npaBoBeIM MepaM 3aIlUTBI OTHOCSTCS ACHCTBYIOIIHE B CTPAHE 3aKOHBI, YKa3bl H
HOpPMaTHBHbIE aKThl, PErjJaMEHTHDYIOIHE IIpaBuia OOpalleHus C IMepCOHAIbLHBIMH
TaHHBIMM, 3aKperuidiolMe IpaBa M O00A3aHHOCTH YYaCTHUKOB HH(MOPMAIMOHHBIX
OTHOUIEHHMH B mpoliecce X 0OpabOTKU U HCIONB30BAaHMS, a TAKKE yCTaHABIIMBAIOIIHAE
OTBETCTBEHHOCTh 3a HapylIeHHsi 3THX mnpaBui. IIpaBoBbie Mepbl 3alllUTBl HOCAT B
.
OCHOBHOM YTIpeXJaroliui, NpoQHUIaKTHYECKUH Xapakrep H TpeOyIOT IOCTOSHHOM
pPa3bACHUTENBHOM paboThl ¢ MONB30BaTENsIMU U OOCITYXKHBAIOILMM  [1€PCOHAIOM

uHpopManuoHHbix cuctem ['YIT «BraiuMupckuii aBTOBOK3aI».

5.2. MopanbH0-3THYECKHE MEPbI 3aIUThI
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K MopanbHO-3THYECKMM MepaM OTHOCSTCS HOPMBI  TIOBEJAEHHS, KOTOpPbIC
TPaJMIHOHHO  CIIOKHINCh HMIM  CKIQABIBAIOTCS MO  Mepe  pacnpocTpaHeHHs
MH(OPMALIMOHHBIX TEXHOJIOTHII B 00IIecTBe. DTH HOPMBI GOJNbIIEH YacThiO He SBJISIOTCS
00s13aTeIbHBIMU, KaK 3aKOHOJATeNIbHO YTBEPXKAEHHBIE HOPMATHBHBIE aKTHI, OJHAKO, X
HECOOJIIOICHNE MOXKET NPUBECTH K IAJICHUI0 aBTOPUTETa, NMPECTHKa YeJIOBeKa, I'PYIIIIb
man wa ['YIT «Bnagumupekuil aBTOBOK3a/l» B 1esIoM. MOpalibHO-3THYECKHE HOPMbI
OBIBAIOT KakK HeNHcaHble, TaK W IMHCAHBIE, TO €CTh O(MOPMIIEHHBIE B HEKOTOPBIA CBOJI
(ycraB) mpaBwi uiaM npeanucaHuit. MopalilbHO-3THYECKHE Mephl 3allMThl SBISIOTCS
NPO(MUIAKTHYECKUMH U TpeOyIOT INOCTOSHHOW paboThl MO CO3J@HUIO 310POBOTO
MOpalIbHOr0 KJIHMaTa B KOJUIEKTHBE.
5.3. Texnonoruvyeckue Mepsl 3alIUThI

K nanHOMy BHy Mep 3aIlUTBI OTHOCSTCS Pa3sHOI'O POJia TEXHOJOIMYECKHUE PEIIeHHS
M IPHEMBI, OCHOBAaHHbIE Ha WCIOJb30BAHUM HEKOTOPBIX BHIOB H30BITOYHOCTH
(CTPYKTYpHOH, (QYHKIHOHAJIBHOH, WHPOPMALMOHHON, BPEMEHHOM W T.I.) H
HallpaB/JeHHbIE HAa YMEHbIIEHHE BO3MOXKHOCTH COBEPIIEHHS COTPYJHHKAMH OLIMOOK H
HapyHIeHHH B paMKax [pe0CTaBIEHHBIX UM IIPaB U IIOJTHOMOYHUH.
5.4. OpraHu3alMoHHbIC (aIMUHUCTPATHBHBIE) MEPHI 3AIIUTHI

Opranu3zanuoHHble  (aAMUHUCTPAaTHBHBIE) Mepbl  3alllUTHl - 3TO  MEpHI
OpPraHu3allMOHHOIO XapakTepa, perjlaMeHTHPYIOIIHe TPOoIecchl (YHKIHOHUPOBAHHUS
cucTeMbl 00pabOTKM MepCOHATBHBIX JIaHHBIX, HCTIONB30BAHUE €€ PEeCypPCOB, AeSTeNbHOCTh
00CITy)KMBAIOLIIETO TIepcoHaNa, a TaKkKe TOPANOK B3aMMOJEHCTBHS IOJIb30BATENEH C
CUCTEeMOH TakuUM 00pa3om, 4ToOBl B HAMOOJBLIEH CTENEeHH 3aTPYAHUTL MM HCKIIOUUTE
BO3MOYKHOCTb pealli3allii yrpo3 0e30MacHOCTH WM CHU3UTH pa3Mep MOTeph B Cllydae UX
peannu3anm.
5.5. ®opmupoBaHHe NOTUTHKNA OE30TTaCHOCTH

['nmaBHas wenb aJAMUHHCTPATHBHBIX MeEp, MpPEANPHHHMAEMbIX Ha BBICIIEM
yn.paBnquecmM ypoBHe — c(OpMHpOBaTh TIOJIWTHKY B o0OnacTH olecriedeHus
0e3011aCHOCTH IePCOHAIBHBIX JaHHBIX (OTPaXKAMOILYIO MOAXO0/Ibl K 3alUTe ePCOHAIBHbIX

JTAHHBIX ) ¥ 00eCreYnTh ee BBIMOIHEeHNe, BBIETsIsi HeOOX0AMMbIe pecypchl U KOHTPOIUPYA

COCTOAHHC ICII.



19

C npaxTHyeckoM TOYKH 3peHHs MOJTUTHKY B obiactu obecriedeHuss 0€30MacHOCTH
nepcoHaibHbiX AaHHbIX B ['YII «Bragumupcekuii aBToBoK3am» Lenecoodpa3Ho pa3douTs Ha
JiBa ypoBHs. K BepxHeMy ypOBHIO OTHOCATCS peIIeHHs PYKOBOJICTBA, 3aTparviBarolline
nestenbHoCTh [ YII «Brnagumupekuii aBToBoK3aim» B 1ernom. [lonutuka BepxHero ypoBHs
JO/DKHA HYeTKO O4YepTUTh c@epy BIMSHHSA M OrPaHUYEHHSA IIPH OIpEIeIeHUH Liesei
0e30MacHOCTH NEePCOHANBHBIX JAaHHBIX, ONPENEIUTh KAKMMHU pecypcamu (MaTepHallbHBIE,
CTPYKTYpHBIE, OpraHH3allUOHHBIE) OHU OYIyT MJOCTUTHYTBI, M HaWTH pa3yMHbBINA
KOMITPOMHCC M@Ky PHEMIIEMbIM YPOBHEM 0€30MacHOCTH U (QYHKIIMOHAIBHOCTBIO.

[lonuTHKa HMXKHETrO YpOBHS, ONpeAeNseT NPOUEeAypbl, U IpaBUiIa JIOCTHKEHUS
Lejled M peleHus 3aaad  0e30MacHOCTH II€PCOHANIBHBIX JAHHBIX W JleTalu3upyeT
(pernaMeHTUpPYET) 3TH MpaBUia:

—  KakKOBBI POJIM U 00A3aHHOCTHU JIOJIKHOCTHBIX JIMII, OTBEYAIOIINE 3a MPOBEACHHUE
IIOJTUTHKH 0e3011aCHOCTH MePCOHATBHBIX JaHHbBIX;

— KTO HMeeT IipaBa JIOCTyNna K IEpCOHAJbHBIM [JaHHBIM, KTO WU IPU KaKUX
YCJIIOBHAX MOXKET YATaTh U MOAM(DHULUPOBATh IIEPCOHANBLHBIE IaHHBIE H T.JI.

[TonuTrka HUKHETO YPOBHS JO/DKHA!

—  I[peaycMaTpuBaTh perjiaMeHT MH(OPMAIIMOHHBIX OTHOIICHUN, MCKITFOYAIOIIIX
BO3MOXHOCTb TPOH3BOJIBHBIX, MOHOIONBHBIX MM HECAHKIIMOHWPOBAHHBIX JICHCTBHI B
OTHOILIEHUH HH(POPMAILTMOHHBIX PECYPCOB;

—  OIpelessATh KOAIMIHUOHHBIE W HepapXUYecKhe TMPHUHLHUILI U  METObl
pasjie/ieHusl CeKPeTOB U pa3rpaHUYeHUs JOCTyNa K IepPCOHaIbHBIM JaHHBIM;

—  BbIOMpath IIPOrPaMMHO-TEXHUYECKUE (anmapatHsie) cpeacTsa
npotusBoaeiictBus HCJl, ayrentudukanmu, aBropusanuu, WASHTU(PUKALAN U APYTruUX
3allUTHBIX ~ MEXaHW3MOB, O0ECneYMBaIOIIMX TrapaHTHM  pealud3alld  [paB |
OTBETCTBEHHOCTH Cy0’beKTOB HH(OPMALIMOHHBIX OTHOIIEHHH.

PersamenTanus 1ocTyna B noMeneHHs

Kommnonentsl wmHpopmanmonseix cucrem [YII «Bragumupckuit aBTOBOK3aI»
JOJDKHBI pa3MelaThCsi B MOMEIIEHUSAX, HAXOAAIIMXCS 0/ OXpaHOM WM HabII0IeHHEM,
HCK/TIOYAIOIIUM  BO3MOXKHOCTH OECKOHTPOJIBHOIO [MPOHHUKHOBEHHS B  ITOMEIEHUS

IIOCTOPOHHUX IHII M 00eCTeYMBAOIIMM (PU3MUYECKYI0 COXPAHHOCTH HAXO/AIIUXCSA B
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NOMEIIEHHH 3allUIaeMbIX pecypcoB (mokymeHToB, APM wu T.11.). Y6opka Takux
MIOMEIIEHHH JIOJDKHA ITPOM3BOIAUTECS B IPHUCYTCTBHH OTBETCTBEHHOTO COTPYIHMKA, 3a
KOTOPBIM 3aKpEIlJIEHbl [aHHbIE KOMIIOHEHTBl, C COONIOAEHHEM Mep, HCKIIOYAIONINX
JIOCTYII MOCTOPOHHUX JTUIL K 3alIUIIIaeMBbIM HHOOPMALIMOHHBIM PECYPCaM.

Bo Bpemss 00paGoTku nepcOHANbHBIX JAHHBIX B TAKWX TOMEMIEHUSX JIOJKEH
MPUCYTCTBOBATH TOJIEKO I[EPCOHAJ, JOIMYIIEHHBIH K paboTe ¢ NepcoOHAIBHBIMH JaHHBIMH.
3anpemaercs NpHeM IOCETUTENEeH B NMOMEIIECHHUSX, KOIJd OCYIIEeCTBIsSETcs 06padoTKa
IIEPCOHANIBHBIX JIAHHBIX.

[To oxonyanum pabodero AHs, MOMEMIEHHS, B KOTOPBIX Pa3MENarTCs KOMITOHEHTDI
uH(opmannonnsIx cucreM ['YII «BraguMHpPCKHii aBTOBOK3a/», JO/KHBI 3allMPaThCs Ha
KJIKOY.

PernamenTanus Jonmycka COTPYAHHKOB K HCIIO/Ib30BAHUIO HH(OPMALHOHHBIX
pecypcoB.

B pamkax paspemutenbHoi cucTeMbl (MaTpPHIlBI) AOCTYIIA YCTAHABIMBAETCS: KTO,
KOMY, KaKylo MH(OpMAlMIO U IS KaKOro BHIA JOCTYIIAa MOXET IPEIOCTAaBUTh M IIPH
KaKUX YCIIOBHSIX.

Jlonmyck mnonp3oBaresied kK pabore ¢ MHOOpPMANMOHHBIMH cuctemMamu [ VI]
«Bramumupckuit  aBTOBOK3aim» MW JOCTYHI K €€ pecypcaM JO/DKeH OBITE CTpOro
pernmameHTHpoBaH. JlioGble wW3MeHEHMss cocTaBa U MOJHOMOYHI I0JIb30BaTelei
MOJICHCTEM JOJIKHBI IIPOU3BOJUTHCS YCTAHOBIIEHHBIM ITOPSAIKOM.

YpoBeHbE MOJHOMOYMI KaKI0ro I0/IL30BATelNs ONpelesseTcss HHIAMBHIAYAIbHO,
cobmozasi ciejyonue TpeboBaHUS:

— KaX/bli COTPYJHHUK I10Jb3yeTCs TOJIBKO I[IPEANMCAHHBIMM €My IIpaBaMM 110
OTHOIIEHMIO K IIepCOHAIBHBIM JaHHBIM, C KOTOPBIMM eMy HeoOxoauma pabora B
COOTBETCTBHM C JIOJDKHOCTHBIMH O00si3aHHOCTSMH. Pacumpenue mnpaB jgoctyna U
[peJIOCTaBlI€HUe [JOCTyna K J[ONOJHUTENbHBIM HWHGOPMAIIMOHHBIX pecypcaMm, B
06s3aTEILHOM MOPSAKE, AOJDKHO COINIACOBBIBATBCS C OTBETCTBEHHBIM 3a OpraHU3alluio
00paboTKy nmepcoHaIbHBIX TaHHBIX;

Bee corpymauku I'YII «BnaguMmupckuii aBTOBOK3am» M 00CITYKHBAIOIIUM

InepcoHani, JOJIKHBI HECTH NepCcoHaJIbHYIO OTBETCTBECHHOCTD 3a HapyHICHHA
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YCTAaHOBJICHHOTO TOpsiika OO0pabOTKHM NEPCOHA/IbHBIX [aHHBIX, [PaBUIl XpaHEHHH,
UCIIOIb30BaHUs U Tepe/laydl HaxOJIMXCsS B UX PaclOpsHKeHUH 3alllMIIaeMbIX pecypcoB
cuctembl. Kaxaplii coTpyaHuK (Ipu IpueMe Ha paboTy) JOJDKEH IOAIKUCHIBATH
00s3aTebCTBO O COOJIOAEHWH W OTBETCTBEHHOCTH 3a HapyIIeHHWe YCTAHOBIICHHBIX
TpeGoBaHUH 110 COXpaHEHUIO NepcoHaANBHBIX AaHHBIX [ VI «Brnagumupckuii aBToBOK3a/I».

ObpaboTka mnepcoHAIBHBIX JaHHBIX B KOMIIOHEHTaX HHGOPMAlMOHHBIX CHUCTEM
['VII «Bnagumupckuii aBTOBOK3am» JIOJDKHA TIPOM3BOJUTECS B COOTBETCTBUM C
YTBEPKJICHHBIMU TEXHOJIOTUYECKUMH WHCTPYKITUSAMH.

PernamenTanus npoueccoB 00CTy:KHBAHHSA H OCYIIECTB/JIEHHA MOIH(HKALMH
annapaTHbLIX U NPOrPaMMHBIX PecypcoB

B uensx nopgepxkaHus pexuma HHQOPMAIMOHHONW ©e30macHOCTH amnmapaTHo-
nporpaMMHasi KOHGUTrypalusi aBTOMaTU3UPOBaHHbIX pabounx mecT coTpyaHukoB ['YII
«Bnagumupckuii  aBTOBOK3ail», C  KOTOPBIX BO3MOXKEH JOCTYIl K pecypcam
MH(OPMALIMOHHBIX CHCTEM, JOJDKHA COOTBETCTBOBATH KPYTY BO3JIOKEHHBIX Ha JIAHHBIX
nonbs3oBatesiel PyHKIMOHAIBHBIX 00513aHHOCTEH.

B koMmmoHeHTax WH(GOPMAIIMOHHBIX CUCTEM MU Ha pabodyuX MecTax MoJb30BaTeIICH
JIOJDKHBI YCTAHABIMBATHLCS U UCIIO/IB30BATLCS JIMLIEH3HOHHBIE ITPOTrPaMMHbBIE CPE/ICTBA.

ObecneyeHne W KOHTPOJb (H3HYECKOH I1EJOCTHOCTH (HEH3IMEHHOCTH
KOH(}pUTypanHun) annapaTHbIX pecypcoB

ObopynoBanue HH(POPMALMOHHBIX CHCTEM, HMCIOJIb3yeMOE Ul JocTyla u
XPaHEHHUS TEePCOHAIBLHBIX JAaHHBIX, K KOTOPOMY IOCTYIl OOCIY:KUBAIOIIEro rnepcoHasna B
IIpOLECCe DKCIUTyaTaluyu He TpeOyercsi, Nocie Hajla/Jl0YHbIX, PEMOHTHBIX M MHBIX padoT,
CBSI3aHHBIX C JOCTYIIOM K ero KOMIIOHEHTaM JO/IKHO 3aKPBIBAThCS.

[Toabop m nmoaroToBKa nNepcoHaia, 00y4eHue noJib3oBare/iei

[Tons3oBarenn undopmaunoHnsix cuctem I'YII «Bmagumupckuit aBroBoksan», a
TaK)Ke PYKOBOISIIMM M OOCITY)KMBAIOUIUN I1€PCOHAN JIOJDKHBI OBITh O3HAKOMIIEHBI CO
CBOMM YPOBHEM  TIOJITHOMOYMH, a TaKXe OpraHW3alMOHHO-PACIOPAIUTEIBHOM,
HOPMATUBHOM, TEXHUYECKOW M HIKCIUIyaTallMOHHON JIOKYMEHTallMel, OIpelelsiolieH
TpeOoBaHUA M TOPAIOK 00pabOTKH mepcoHalbHbIX AaHHBIX B [YII «Bragumupckuii

aBTOBOK3aJll».
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ObGecnieuenne 06e30MaCHOCTH MEPCOHANBHBIX JIAHHBIX BO3MOMXHO TOIBKO IOCTE
BBIPAa0OTKH Yy IOJIb30BaTeNell Onpe/Ie/IeHHOM KyIbTypsl paboThl, T.€. HOPM, 00s3aTelIbHbIX
JUIs MCHOJIHEHWs BCeMH, Kro padoraer ¢ uHbopMauuoHHBEIMH pecypcamu [ VI
«Bragumupckuii aBToBoK3am». K TakuM HOpMaM MOXHO OTHECTH 3allpellleHHe IHo0bIX
YMBIUUIEHHBIX WJIH HEYMBIINIJICHHBIX ACHCTBHH, KOTOPBIE HAPYLIAIOT HOPMAIBHYIO paboTy
KOMIIOHEHTOB HH(pOopMalMoHHbIX cucteM ['YII «Bnagumupckuii aBToBoK3a», BBI3LIBAIOT
JONOJIHUATENIBHBIE  3aTpaTkl  PEeCypCcoOB, HapyIIalOT LEJOCTHOCTh XPaHUMOW U
obpabarbiBaeMOil MHGMOpPMAIMK, HAPYIIAIOT WHTEPEChl 3aKOHHBIX I10JIb30BaTEIEH,
BJIAJIeNIBLIEB HJIH COOCTBEHHHKOB.

Bce nons3oBarenu nHbopMannoHHEIX cucteM ['VIT «Bnaaumupcknii aBToBOK3aI»
JOJIZKHBI OBITh 0O3HAKOMJIEHBI C Opra’HHu3allMoOHHO - pacnopsAaAUTEIIBHBIMH JJOKYMEHTAMHU 10
obecnevenuio 6e30macHOCTH MepCoHanbHbIX aHHbIX [ YT «BraumMupckuil aBToBoK3a1»,
B YaCTH, MX KacaroIlleics, JO/KHBI 3HaTh U HEYKOCHUTENILHO BBIOJIHATh HHCTPYKIIMH H
3HaTh OOmMe 00S3aHHOCTH 110 O0ecleYeHHIO Oe30MaCHOCTH INEePCOHANBHBIX JIaHHbIX.
Hosenenue TpeGoBaHui yka3aHHBIX JOKYMEHTOB [0 JIML, JOIYIIEHHBIX K 00paboTke
3aIUIIAEeMBIX [IEPCOHANBHBIX JIaHHbIX, JOKHO OCYIIECTBISITHCS MO/ POCIHCH.

OTBeTcTBEHHOCTH 32 HAPYLIEHHS YCTAHOBJIEHHOIO MOPSAKA MOJb30BAHHS
pecypcamu unpopmannonneix cucrem I'VII «Biaagumupceknii aBroBok3am»

Mepa OTBETCTBEHHOCTH IepCOHANa 3a AEHCTBHS, COBEPUICHHBIE B HapylleHHe
YCTaHOBJIEHHBIX MPaBHI obecriedeHus Ge30macHoOi paboThl ¢ [EPCOHAIBHBIMU JIAHHBIMHU,
JOJDKHA OIPEJEIATECS HAaHECEHHBIM YyIIepOOM, HalHYHeM 3JI0T0 yMBICIA W JIPYTHMH
(haxropamu 1o ycmotpenuto pykosozctsa ['YIT «Bragumupckuii aBToBOK3a/».

Jns peanuzanmm npuHIMNG TEPCOHATBHON OTBETCTBEHHOCTH I10JIb30BaTellel 3a
CBOH JIEHCTBHA HEOOXOIUMBI:

—  HUHIWBHAyalbHas HIACHTHOHUKALMA MOJb30BaTelled W WHUIMHPOBAHHBIX HMH
IIPOLIECCOB, T.e. yCTaHOBIeHHe 3a HUMHU HAeHTU(dukatopa (login, Username), na Gaze
KOTOPOTO GYZET OCYIIeCTBISTHCS pasrpaHiyeHHe J0CTYyIa B COOTBETCTBUM C ITPUHLIAIIOM
000OCHOBAHHOCTH JI0CTYTIA;

— IpoBepKa TIO/UIMHHOCTH TOJb30BaTeleil (ayreHTUHKAIMs) Ha OCHOBE

mapoJiei;
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— peakmMsi Ha IIONBITKM HECaHKIMOHHUPOBAHHOIO JOCTyNna (CUrHaIM3aLus,
OJIOKHpOBKA H T.]1.)

Cpencta obecnevennsi 6e30MacHOCTH NePCOHATBHBIX JAHHBIX

Jns  oOecnieuenns wuHGopManuoHHOW OesonacHoctr ['YIT  «Bnagumupckuii
AaBTOBOK3aJI» UCIIOIB3YIOTCS CIEAYIOIIME CPEICTBA 3alUTHI:

— (usuveckue cpejcTBa;

— TeXHUYECKHUE CPeJICTBa;

— cpencTBa HIeHTH()UKAUK U Ay TCHTU(OUKAIIMY TIOTh30BaTeleH;

— CpeJIcTBa pa3rpaHUyYeHus J0CTyTa;

— CpeICTBa ONepaTUBHOIO KOHTPOJIS M perucTpaluu codbiTrii 6e301macHoCTH.

CpezncTBa 3allUThl AOJKHBI MPUMEHATBCS KO BCEM pecypcaM HH(MOpMalHOHHbIX
cucteM I'VII «Bnagumupckuli aBTOBOK3al1», HE3aBUCUMO OT HX BHIAa M (HOpPMBI
npecTaBleHUs UHPOPMalUU B HUX.

PuinyecKHe cpeacTBA 3aMIUTHI

@Dusnyeckue Mepbl 3allUTHl OCHOBAHBI HA TPHUMEHEHWH pPasHOro poJia
MEXaHUYECKUX, MIEKTPOHHBIX WIH 2JIEKTPOHHO-MEXAHUYECKUX YCTPOUCTB M COOPYKEHHUIH,
CTelIHaNbHO TpeHa3HAuYEeHHBIX JUIA CO3/1aHus GU3NYECKUX MPErsITCTBUNA Ha BO3MOXKHBIX
MyTAX IPOHUKHOBEHHS H JOCTyNa I[IOTEHUHAIBHBIX HapYUIUTENECH K KOMIIOHCHTaM
CUCTEMBbl U 3alUIIaeMbIM I[E€PCOHAILHBIM HaHHBIM, a TaKKe TEeXHUYECKHUX Cpe/ICTB
BU3YyaJIbHOT'O HAOIFOA€HNS, CBA3HM U OXPAaHHOW CUTHATM3AINH.

Jlns obecnievenust Qusnuveckoit 06€30MaCHOCTH KOMIIOHEHTOB HWH(OPMAI[MOHHBIX
cucreM ['VII «BiaauMHUpCKU aBTOBOK3al» HEOOXOIUMO  OCYLIECTBIATH Pl
OpraHU3allMOHHBIX M  TEeXHUYECKHX  MEpPOIPUATHH,  BKIIOYAIOLIMX:  IPOBEPKY
obopynoBanus, npeaHa3HAYEHHOTO Uit 00paboTKU NepCcoOHaTBHBIX IaHHBIX, Ha!

—  HaJM4Ke CrelMaIbHO BHEAPEHHBIX 3aKJIaIHBIX YCTPOMICTB;

X —  BBeJIeHWE JIONOJIHUTEJIBHBIX OrPaHUYEHMH 10 JIOCTYIlY B [IOMELICHUs,
Ipe/iHa3HAYeHHBIE /U1 XpaHEeHUs 1 00pabOoTKHM MepCOHANBHBIX JJAHHBIX;

— obopymoBanue cUCTeM HH(OpPMATH3AIMK YCTPOWCTBAMM 3allUThl OT COOEB

JNEKTPOMUTAHUS U [TOMEX B JIMHUSIX CBSA3H.

Texnuveckue cpeacTBa 3alHThI
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Texunueckue  (ammapaTHO-IporpaMMHBIE) Mepbl  3alIUTHl  OCHOBAHbLI  Ha
HCTIOJIb30BAHHM Pa3IUYHBIX JIIEKTPOHHBIX YCTPOWCTB M CHELHUAIBHBIX [IPOIPAMM U
BBITIOJTHAIOIIMX (CAMOCTOATENHHO MJIH B KOMILIEKCE € APYTUMH CpeJIcTBaMM) (yHKIIMH
3aIUTh (MACHTHPUKALMIO M ayTeHTU(UKALMIO I0JIb30BaTeNeil, pasrpaHHueHHe 10CTyIa
K pecypcam, perucTpamuto CoObITHMH, KpUITorpagpuueckoe 3akpeITHe HHGOPMAIHK 1 T.JL. ).

C ydetoM Bcex TpeOOBaHMI W NPHHIMIOB obecrevyeHus 0e30IaCHOCTH
NEPCOHAIBHBIX JaHHBIX IO BCEM HAIPABIEHHSM 3aIHTHl B COCTAB CHCTEMBI 3AII[UTEHI
JIOJKHBI OBITh BKIIFOUEHBI CJIE/[yIOLIHE CPE/ICTBRA:

— CpeJCTBa pa3rpaHUYeHHs JOCTYIIA K JaHHBIM;

— CPEICTBa pPEerucTpalyu JAOCTyNa K KOMIOHEHTaM HH()OPMAIMOHHLIX CHCTEM H
KOHTPOJISA 3a HCIIOTB30BaHUEM HH(OPMALIHY;

— CpeACTBa  pearvMpoBaHHs HA  HApYIIEHUs peXuma  HHPOPMAIMOHHOM
Ge3omacHOCTH.

Ha TexHuueckue cpecTBa 3alllThl BO3JAraercs pelieHHe CICAYIOMHX OCHOBHBIX
3aJ1ay:

— HACHTU(UKAIMA U ayTeHTUDHUKALIMS [TOJIb30BaTeNEH IPH IIOMOIIH HMEH;

— PperlaMeHTallis U yIpaBleHWe JOCTYIIOM II0JIb30BaTeIel B IIOMEIIEeHHUs, K
(GU3MYIECKUM U JIOTHYECKHM YCTPOHCTBAM;

— 3alMTa OT IIPOHHKHOBCHHS KOMIIBIOTEPHBIX BUPYCOB U pa3pylIMTE]ILHOIO
BO3/I€¥CTBHS BPEJOHOCHEIX [TPOrpamMM;

— PerucTpaius BceX IeHCTBHM M0/b30BaTe/sd B 3alIAIICHHOM XYpHAse, HalHuUe
HECKOJIbKMX YPOBHEN perucTpaluu;

— 3alMTa JaHHBIX CHCTeMbl 3alIUThl Ha (ailjloBOM cepBepe OT JOCTyIA
NoJb30BaTeNleH, B YbU JIOJDKHOCTHBIE OOS3aHHOCTH He BXOAUT pabora ¢ HHpOpMaIMH,
HaxOoAAIIEeHCs Ha HEM.

Cpeacrea naeHTHGUKANNA H ayTeHTHOHKAIAA NOJIb30BaTEIEH

B uensx npenorepamenus paboTsl ¢ pecypcamu HHGOpMAHOHHBIX cicTem VI
«BnaguMupckuii aBTOBOK3aI» IIOCTOPOHHUX JIMI HEOOXOAMMO 06€CTIeYHTh BO3ZMOKHOCTE

PACIIO3HAaBaHMS KaXKJIOTO JIETAJBHOIO II0JIb30BaTe/sl (WIM TPyl  I[10JIb30BaTENIEH ).
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AyreHTuukanus (moaTBepKIACHUE TMIOJUTMHHOCTH) MOJIb30BaTENCH MOKET
OCYLIECTBIISATLCS IyTeM MIPOBEPKH 3HAHHS UMH [TapOJIeii.

CpencTBa pazrpaHH4eHHsI J0CTYNA

30HBI OTBETCTBEHHOCTH W 3aJa4¥ KOHKPETHBIX TEXHMYECKHUX CPEJICTB 3allUThI
YCTAHABIHBAIOTCA HCXOMS M3 HX BO3MOXKHOCTEH W OKCIUTyaTAIlHOHHBIX XapaKTepHCTHK,
OINUCAHHBIX B JIOKYMEHTAIIMH Ha JIaHHBIe CPeJICTBA.

TexHudeckue cpejcTBa pa3rpaHWYeHHs JOCTYIA JOJ/DKHBI 110 BO3MOXKHOCTH OBITH
COCTaBHOMW YaCThIO €IMHON CUCTEMBI KOHTPOJIA JJOCTyIIa:

® Ha KOHTPOJIUPYEMYIO TEPPHTOPHIO;

® B OT/IeJIbHBIE TOMEIICHHS;

e K KommoHeHTaM HHMopmairmoHHOH cpenbl ['YII «BrnaguMupckuii aBTOBOK3a» H
3NIEMEHTaM CHCTEMBI 3allIUTHI IEPCOHAIIBHBIX MAHHbIX ((PU3HUYECKU T0CTYI);

e K MH(OPMALMOHHBIM pecypcaM (JOKyMeHTaM, HOCHTENSIM HHpOpMaiuu, ¢aitiam,

Ha0opaMm JaHHBIX, apXUBaM H T.J1.);

¢ K aKTMBHBIM pecypcaM (IIpHUKJIagHBIM IIporpaMMamM, 3ajaa4dam | T.11.);
® K OllepallMOHHOM CHUCTEME, CUCTEMHBIM IIpOrpaMMaM M IporpaMmam 3alluThl.

Cpencrsa obecneyeHHs H KOHTPOJIS HeJIOCTHOCTH

CpencrBa ofbecriedeHHs IEJOCTHOCTH BKIIOYAIOT B CBOH COCTaB CpeJICTBa
pe3epBHOTO  KONMHUPOBAaHMS, IPOTpaMMBl  AHTUBHPYCHOM  3aIUTHI, IIPOrpaMMbl
BOCCTaHOBJICHHS LIEJIOCTHOCTH OTIepallHOHHON cpesl U 6a3 JTaHHBIX.

CpencTBa KOHTpOJNS  IENOCTHOCTH HHGOPMAIMOHHBIX PECYpPCOB  CHCTEMbI
Ipe/IHAa3HAYeHB! Ui CBOEBPEMEHHOTO0 OOHapy)XeHHS MOIU(GHUKALMHM MM HCKaKEHHS
pecypcoB cucreMbl. OHH TMO3BOJSIOT 00€CHEYHUTH IIPAaBUIBHOCTH (YHKIIMOHUPOBAHUS
CHCTEMBI 3aIMThHI M LEJOCTHOCTE XpaHuMoi 1 0OpabareiBaeMoii HHGOPMALIMH.

KoHTpoIib 11€710CTHOCTH MH(GOPMAIMKA U CPEJICTB 3alUTHI, C 1IENbI0 obecreyeHus
HEM3MEHHOCTH HH(GOPMAIIMOHHOHN CpeJibl, OIIpeae/iseMOoil peayCcCMOTPEHHON TeXHOIOIHEH
.
00paboTKH, ¥ 3alUTHl OT HECAHKIIMOHWPOBAaHHOM MOIM(MHUKALMH [EPCOHAIBHBIX JAaHHBIX
NOJDKEH 00ecrieynBaThCs

® CpeJICTBAMH pasrpaHUyueHHs AOCTyma (B MOMEIIEHHs, K JOKyMEHTaM, K HOCHTE/ISAM

nHdoOpMaILKK, K CepBepaM, JIOTHUYECKHAM yCTPOHCTBAM H T.11.);
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® CpeJCTBaMHM I10JICHYeTa KOHTPOJBHBIX CYMM (JUISi MCIIOJIB3YEMOI'O IIPOIPAMMHOIO

obecriecueHwsl).

CpeacrBa onepaTHBHOIO KOHTPOJISI H PErHCTPAUHH cOOBITHI 6€30NaCHOCTH

CpenctBa OOBEKTHBHOTO KOHTPOJSA JOJDKHBI OOecreuyuBaTh OOHApYKEHHE W
PerucTpalmio Becex coObITuid (aeicTBuil nonb3oaresieid, nonsitok HCJ[ u T.11.), KOoTOpBIE
MOTYT IOBJ€Yh 3a cOOOM HapylleHHe Oe30NMacHOCTH M TPHUBECTH K BO3HHKHOBEHHIO
KPHU3HUCHBIX CHUTyalluid. AHanu3 coOpaHHOM cCpeAcTBaAaMH perucrpauud HHOOpMalUH
103BOJISIET BBISIBUTH (PaKThl COBEPLISHUS HAPYIIEHUH, MX XapaKTep, M0/ICKa3aTh METO/[ €ro
pacclieZIoBaHUsl U CTIOCOOBI MOWCKA HApYIIWUTENs W WchpaBieHus cutyamnuu. Cpejcrsa
KOHTPOJISL U PErUCTPAINU JTOKHBI IIPEIOCTABIATh BO3MOKHOCTH:

— BeICHHA W aHallM3a »JKYpPHAJIOB perucTpaldd COOBITHH  0e30MmacHOCTH
(CHCTEMHBIX KYpPHAJIOB);

— I[OJXy4YeHUs TBepAOoM Komuu (Tmeudatd) KypHajga pPEerucTpanuu CoOBITHIM
0e30MmacHOCTH;

— YINOpsIOYEHUs JKyPHAJIOB, a TaKXK€ YCTAHOBJIEHUS OIPaHUYEHMH Ha CPOK MX
XpaHEHHS;

— OIepaTHBHOTO OIOBEIIEHHUs OTBETCTBEHHOTO 3a OpraHu3anuio obpadoTku
NEPCOHAIBHBIX JaHHBIX O HAPYUICHHUSIX.

Ilpu peructpaumuu coObITHI 0€30MacHOCTH B JKypHalle JOJ/DKHA (DUKCHPOBATHCS
caenypoias uHdopMalus:

— JlaTa U BpeMs COOBITHS;

— uaeHTUGUKATOp CyOBeKTa, OCYLIECTBISIIOUIETO PETUCTPHPYEMOE JIeHCTBHE;

— JneWcTBuUe (TUIT JOCTYyNA).

KonTpoab 3¢p(peKTHBHOCTH CHCTEMBI 3aIHThI

Konrpons 3¢ddexTuBHOCTH 3aIIUTHI MEPCOHAIBHBIX JAaHHBIX OCYIIECTBISETCS C
LeJIBI0 CBOEBPEMEHHOTO BBISIBJICHMS U [PE/IOTBPALIECHNS YTEYKH [IEPCOHAIBHBIX JI@HHBIX
3a C4YeT HEeCaHKIHMOHHUPOBAHHOIO JOCTyIa, a TaKkKe MPeayIpPekIeHUs] BO3MOKHBIX
CTIEI[HATBHBIX BO3/IEHCTBHI, HANpaBICHHBIX HA YHHYTOXXEHWE TEePCOHAIBHBIX IaHHbIX,
paspyliieHre cpeacTB HHpopMaTH3aii. KOHTPOIb MOXKET IPOBOIUTHCS MPUBIIEKAEMbIMH

JUISL 5TOM LIeJIH OopraHusanMaMy, HMEIOIIUMH JIMIIEH3HUIO HA 3TOT BUJ JNEATEIBHOCTH.
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Onenka >(QQeKTHBHOCTH Mep 3alMTH [EPCOHATBHBIX JAHHBIX MPOBOIUTCSH C
HCTIONb30BaHUEM TEXHHYECKHX M IIPOrPAMMHEIX CPEJCTB KOHTPOJSL HA IpeaMeT

COOTBETCTBHUS YCTAHOBICHHBIM TPpeOOBaHUAM.



